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Adopted in 2002 and entered into force in 2003, the current legal telecommunications framework
with its five directives and its decision relating to spectrum, aims at developing electronic
communications. In a context of emerging services, European regulation has not provided until
today any measure aiming at ensuring the enforcement of intellectual property rights in electronic
communications. However, copyright infringements occur every day on the Web, preventing the
development of legal offers and seriously damaging the European creation. While distribution of
copyright protected content extensively supports the development of communications and
electronic services, telecommunication operators and Internet services providers still hide behind
the broad liability exemptions of the Electronic Commerce Directive and the strong personal data
protection guaranteed by the “Privacy” Directive in order to avoid any proactive action against
piracy on electronic networks.

The third revision of the “Telecommunications Package” thus is an opportunity to correct this flaw
in the European framework and to clearly indicate the European political will to fight against
infringements of intellectual property rights on the Internet. In this fight, everyone’s cooperation is
needed and in particular the one of the telecommunication operators and Internet services
providers, behind which infringers are hiding.

The Commission has presented on November 13th, 2007 two proposals of directives aiming, for
the first one to modify the “Framework”, “Access” and “Authorisations” Directives, and for the
second one to amend Directives relating to Universal Service and Protection of Personal Data
and Privacy. Moreover, the Commission has presented a regulation aiming at creating a
European Electronic Communications Market Authority.

The representatives of the creative community have intervened before the adoption of the
proposals for directives by the College of Commissioners in order to stress the necessity to take
profit of the revision of the “Telecom Package” to introduce provisions that would insure a better
respect of authors’ rights on digital networks.

I. THE EUROPEAN COMMISSION’S PROPOSALS

Two proposals emanating from the creative community have been accepted by the
Commissioners’ College in the legislative proposals adopted on November 13 th, 2007.
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1. The respect of authors’ rights by telecommunications operators
(“Authorisation” Directive)

This provision allows Member States to impose that the respect of the rules set to protect author’s
rights be part of the conditions to obtain a general authorization by electronic communication
networks and services (exhaustive list).

The Commission has introduced a new point 19 in the annex I of the “Authorisation” Directive:
“Compliance with national measures implementing Directive 2001/29/EC [Copyright and Related
Rights in the Information Society] and Directive 2004/48/EC [Enforcement of Intellectual Property
Rights]”.

However, the “Authorisation” Directive does not force Member States to make provisions in their
legislation so that authorisations are matched with specific obligations for such or such type of
service or network. Member States will then remain free to decide whether or not to introduce in
their own legislation this new condition provided for by the European lawmaker.

2. The respect of authors’ rights by subscribers (“Universal Service” Directive)

A new provision in the “Universal Service” Directive provides that “ Member States shall ensure
that where contracts are concluded between subscribers and undertakings providing electronic
communications services and/or networks, subscribers are clearly informed in advance of the
conclusion of a contract and regularly thereafter of their obligations to respect copyright and
related rights. Without prejudice to Directive 2000/31/EC on electronic commerce, this includes
the obligation to inform subscribers of the most common acts of infringements and their legal
consequences.” (Article 20§6).

This provision, which some operators already have put into practice, will make it possible to
impose to all European operators an obligation to inform subscribers about authors’ rights. This
provision mostly serves pedagogical and preventive purposes towards subscribers.

With these two provisions, the European Commission fully recognizes that, besides playing a
major role in infrastructures, telecom operators also play a role in means of distribution and
access to content – and among others, to content legally protected by copyright.

Commissioner Reding emphasized these provisions when the Commission adopted the
proposals to revise the telecom package. When asked on the convergence between the telecoms
and audiovisual sectors in an interview given to Europolitics on November 14th, 2007,
Commissioner Reding answered that she was encouraging these two sectors to work together: “I
already took the “Film Online” initiative in Cannes by putting telecoms bosses and film creators
around a table. But, it is clear that there cannot be authors or creation without copyright
protection. This is why for the first time I have inserted in a text on telecoms the need to protect
copyright”.

It is extremely important that the European Parliament and the Council maintain these provisions
when examining the legislative proposals for the review of the Telecom Package. They are totally
justified in the telecom package because they aim at influencing the behaviour of telecom
operators with regards to the respect of authors’ rights.
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They are however altogether insufficient to truly change the attitude of telecom operators with
regards to copyright protected content. It is essential to improve significantly the cooperation of
telecom operators with right holders in the field of copyright infringements on electronic networks.

II. IMPROVED COOPERATION FROM OPERATORS OF ELECTRONIC COMMUNICATION NETWORKS
AND SERVICES

Operators of electronic communication networks and services, particularly Internet service
providers, often justify their non intervention in the fight against copyright infringement on
electronic networks by invoking the principle of neutrality of technical intermediaries.

Some providers are now taking measures in order to restrict the expansion of copyright
infringements on electronic networks (among which by notifying subscribers of possible
sanctions). But most of the time they are reluctant to do so for fear that their subscribers would
turn to their competitors.

This cooperation is neither usual nor spontaneous and is rarely taking place at the initiative of
telecom operators themselves. In addition, to be really efficient, this cooperation should be global
and not limited to some willingness operators.

Cooperation from Internet service providers is essential in order not only to fight efficiently against
online copyright infringements but also to contribute to the development of electronic
communication networks and services with the development of new creative content.

This is why an obligation for the electronic communication networks and services to cooperate
with copyright holders and their representatives for the protection and the promotion of lawful
content should be included in the telecom package. The regulatory national authority should be in
charge of the organisation and of the control of this cooperation obligation. It would be
implemented at national level according to each country’s specificities regarding the electronic
communication market and traditions in the process of cooperation.

This provision should be inscribed in the tasks of the national regulatory authorities (chapter III of
the “Framework” Directive) in article 8, paragraph 4 which provides that the national regulatory
authorities shall promote the interests of the citizens of the European Union by inter alia:

Amendment 1 (article 8.4 of the “Framework” Directive):

New point (h): “ensuring the cooperation of undertakings providing electronic
communications networks and services with the sectors interested in the
protection and the promotion of lawful content over electronic communications
networks and services”.

It would be convenient that the European Electronic Communications Market Authority or the
coordination body which would supersede it be entrusted with a mission of coordination in order
to ensure the exchange of information and a certain degree of coordination in the initiatives taken
in Member States with regard to cooperation between all interested sectors.
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III. THE BALANCE BETWEEN THE PROTECTION OF INTELLECTUAL PROPERTY RIGHTS AND THE
PROTECTION OF PRIVACY AND PERSONAL DATA

The 2002 Directive regarding the processing of personal data and the protection of privacy
(“Privacy” Directive) applies to the electronic communications sector the rules of the initial1995
Directive relating to the protection of individuals with regard to the processing and free circulation
of personal data. It aims to harmonize the treatment of personal data in a field where the risks of
infringement of this fundamental right are particularly high.

Nevertheless, these provisions represent today an ideal background for the development of
Internet piracy since the communications of counterfeiters using P2P file sharing softwares or
social platforms for example as well as traffic data related to these communications (which can
make identification possible, such as IP addresses) enjoy the same level of protection as
communications between two or several identified people (e-mails for instance).

Consequently, taking into account the special circumstances of the online piracy development as
well as the spirit of the 1995 Directive, we suggest to re-balance, in the “Privacy” Directive, the
fundamental rights which are, on the one hand, the intellectual property rights1 and the right to an
effective judicial protection2 and on the other hand, the respect of privacy3 and the protection of
personal data4, the four of them being recognized and protected by the Charter of Fundamental
Rights of the European Union.

This re-adjustment has to be made in the core of the 2002 Directive since, as the judgment of the
ECJ in the Promusicae v. Telefonica case of January 29, 20085 underlined, the Member States
should ensure, especially in the Information Society, effective protection of intellectual property, in
particular copyright. However, it follows from Directives ensuring the respect of intellectual
property rights ("Information Society", "Enforcement" and "Electronic commerce") that such
protection cannot affect the requirements of the protection of personal data6.

Thus, two amendments should be considered in order to better take into account the fundamental
rights of intellectual property and effective judicial protection in front of those relating to privacy
and personal data protection.

The Promusicae judgment highlights that the Member States must, when transposing the
directives, take care to rely on an interpretation of the directives which allows a fair balance to be
struck between the various fundamental rights protected by the Community legal order. It adds:
“the authorities and courts of the Member States must not only interpret their national law in a
manner consistent with those directives but also make sure that they do not rely on an
interpretation of them which would be in conflict with those fundamental rights or with the other
general principles of Community law, such as the principle of proportionality”7.

A new recital should codify this request for a better balance between the different fundamental
rights.

1 Article 17 §2 of the Charter of Fundamental Rights of the European Union
2 Article 47 of the Charter mentioned above.
3 Article 7 of the Charter mentioned above.
4 Article 8 of the Charter mentioned above.
5 Case C-275/06.
6 Paragraph 57 of the judgment. Articles 1.5b of the “Ecommerce” Directive, 9 of the “information Society” Directive and
8.3e) of the “Enforcement of the Rights” Directive.
7 Paragraph 68 of the judgment.
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Amendment 2 (New recital 30a of the directive amending the “Privacy” Directive)

“When implementing the measures transposing the 2002/58/EC Directive, the
authorities and courts of the Member States must not only interpret their national
law in a manner consistent with this Directive but also make sure that they do not
rely on an interpretation which would be in conflict with other fundamental rights or
general principles of Community law, such as the principle of proportionality.”

This recital should be completed by an amendment to article 15 of the “Privacy” Directive in order
to offer in this directive the same guarantees as in the 1995 Directive relating to the protection of
the rights and freedoms of others. Indeed, as the 1995 Directive does, article 15§1 of the
“Privacy” Directive allows Member States to adopt legislative measures aiming at processing
personal data in a limited number of cases, if this constitutes a necessary, appropriate and
proportionate measure. The listed cases are taken from article 13§1 of the 1995 Directive, which
is explicitly referred to yet without taking all cases.

According to article 13§1 of the 1995 Directive, it would be appropriate to introduce the protection
of the rights and freedoms of others in article 15 §1 of the “Privacy” Directive as one of the
grounds allowing Member States to restrict the scope of the rights and obligations of the directive.

Amendment 3 (amending article 15§1 of the “Privacy” Directive)8

Member States may adopt legislative measures to restrict the scope of the rights and
obligations provided for in Article 5, Article 6, Article 8(1), (2), (3) and (4), and Article 9 of
this Directive when such restriction constitutes a necessary, appropriate and
proportionate measure within a democratic society to safeguard national security (i.e.
State security), defence, public security, and the prevention, investigation, detection and
prosecution of criminal offences or of unauthorised use of the electronic communication
system and the protection of the rights and freedoms of others, as referred to in
Article 13(1) of Directive 95/46/EC. To this end, Member States may, inter alia, adopt
legislative measures providing for the retention of data for a limited period justified on
the grounds laid down in this paragraph. All the measures referred to in this paragraph
shall be in accordance with the general principles of Community law, including those
referred to in Article 6(1) and (2) of the Treaty on European Union.

These three amendments, necessary, appropriate and proportionate, are essential to a better
respect of intellectual property rights on the electronic communications services and networks.
They would complement the two provisions already existing in the European Commission’s
proposal. It is now up to the European Parliament to adopt them.

8 Amendment to article 2 of the amending Directive, to add a new paragraph 6a to modify article 15§1 of the “Privacy”
Directive.


